HEGYTIT oY ISR RS aRYg, 1aTef
(Taraa ©d grier fdere a9 @ srefle gofiea wven)
ety a1, ¥eT waa, aRYT Rew, WuTd — 462011

?/7707 /NR-10/MGNREGA-MP/15, fq® . R0,/07 /2015

favg — twdan & wreEm ¥ YA 3 WS T @ wew yiveRgl & fefed Rmmak M @Y
FHRiarE 979t |

_

SWig fawgiaita o 8 & dgren M W0 d seaasife o fore e @ e [ woigd
PIAF GRIAE @ o @ {1 R Wive § st fharags st sifegs afhar @ worgd qer wrnht @
I TN & Ardd | fhar oar 81 59 gaq 9ihar § wem yiteRal & ffviea Rrmax swoma—2
fer e @t smavaddr gl B

T, Sunf@l g grir FiFer dar & g fhaifaa et @ o 99 e wvug /R 'R W
SR AWHIRAT BT T WiredwR Faifa sdwd IRNER & s vd dIfT & Aegm | Ueen ol o
o JREGN A I o A B A1 @ 2| 79 G99 A A Qe oN- 99, aRduw, wiffdea T
{3 e 21.07.2015 &1 g3 o ¥ fod 1A Fofy Famw 21 Yoo fod R foly aiger wefva fart g
T e & AT ¥ THERN M & ford iffaa afeRal & ffsied Rrmer tar fvar s 21 afy
S AMifed ARSI & s A9T Yeud fWrT a1 o e yaeE 3q ffvied RMeR qomi—2
faur gfbwr qd 9@ Suwer @ @1, gue @ SRea Rmer o9m & smewgaar 7@ erfi | 7@ fefdrea
R 991 W9 I8 & w1 ol 6 REeR &) o &0 € &9 02 o & ford Qw8 =ik |

Hefera faurT g1 Tweet @ fod gafia Jatent / JamTd /9 IIsR) 9o REHedl & w9
# S8 Tt @ |ita et @ "o v 9l @ H @ UhA e Td 899 W) R(IfRed R
HE qAT yEmEle FeR fedw RMed & o § IR TeEdeh @ odeer swa (fved swmr
TR 9@ Bl Hoid © ford Svard) 8|

Rfsrea Rred ensdl srer@r f(ied Rrm=R vg ogiox % 9idwizs RS + goflqa
wfidwgs weemst @ fuiRa smaga qon ol & w1 @fdawa don gyeRenudr Gl SHert &1 weagH
U (AUiRT ufdar &1 ored o g fSfied RHar 9 &x @ Srfard!l &1 off Sabdl 8 | gord dad
Bq AT BT YIReY a0 Uihan &1 [axeT |Ha e ¢ | fRfved RmaR i &% 7 drdardl ol |ar e
fmT gRT e a1 TR Afefaaw st AR R Y Rfvea Rrmesd 9 wiban @ =afaa iRl
WN— wlleE afe & Argm |/ ff B o1 B B

Ife <t a1 Yeud faURT a1 31 e WG 3q deRd affer & 9w f(fica Rrmex
Iude 2 @, 9Ud ¥ (e Rmer 991 @ srawasar T8t 8RfY |

GooSheimaben Letter. Note Sheer & Nean Leen 286



LA SRS

feAT® 21.07.2015 & arydre) fdaxer

el T @ d8d ded W @ PO.log inkETE P B wasT J Lo d43d

Fwwma%a%ﬁmﬁv%ﬁrﬁmﬁmmwéé??wm&ﬁzmaﬁb@
(W’@éﬂ:?ﬁ@ﬁ?ﬁﬁ?}$W%ﬁ@ﬁ?&ﬁg@%§qﬁsﬁw@mﬁaﬁ%@aﬁfﬁ%ﬁ
SIEZ 2107.2015%‘711‘.%&3@@1’61?1memmaﬁaw&wﬁmzﬁaﬁaﬁﬁén
Yo@ A PR SR SURYT Y8 -
1 o weTEs, ATgeR X ETeed,
o U & wure, v s Ao il war
5 ) 1o, e afRed gared S [T
4 o we, oG yeve I 9 e
5 s U @ e Ee A Ee URTg
5 &1 T o, o el oy AR aRvE
oo s orene fawen UEIfeRe ARRAT URYY
g. N TARATA g, TS ST Y/ SET AR IRES
0. | gL BHace e 4 e

Yoo # e ar A g wE @ faaRer -

1. WW:—W,WWWWW%WGEWWﬁWWWW
ﬁm@aﬁ%mﬁaﬁzﬁwwﬁMfﬁmﬁmwmmmﬁmﬁ%u
WHﬁWWWWT%ﬁWWWWW%@WWW&WW
Wﬁm@%ﬁmmmmﬁzwmmwwmw
(W%mﬁwmm)wwwm/wwvﬁﬁmmﬁmwﬂﬁ
WﬂﬁWW@WWMW@W%ﬁWWWWWWO
loginmﬁﬁﬂmmﬁ%ﬁwwwﬁwmaﬁm

2. mﬁm:—wﬁmﬂzﬁgﬁﬁﬁmmm%mwmww“mm
Waﬁwﬁ“WWW%WWWWWW(BDO)$W5%|W
Wé@ﬁawmmwmaﬁ%waﬁwmwmwm
aﬁﬁgﬁ@aﬁﬁaﬁaﬁmmmmﬁﬁsmawmwwwgﬁmmﬁ
PO.log.in® Hay # fyofy famn o Ao |

3. mﬁw:—mﬁw%gﬁ%@gmmm%aﬁﬁwwmmﬂﬁuﬁaﬁﬁm
a@sa%ﬁmﬁﬁrﬁﬁ%lﬁﬁwﬂﬂmﬁwmﬁﬁﬂﬂ*&mmmﬁpo
loginwmmw'mézmwmw%qmwﬁwmmw
W%Wmm?ﬁ36W$Wwﬁpo.logmmﬁmml

4 WWW:—WWWWWWWmeWQ%@% HTAITE
ﬁwu%,%ﬁwmmmﬁwmmﬁﬁw%lmﬁﬁaﬁﬁm@wﬁw

bemmﬁpmogmﬁﬁmﬁmwm%xﬁﬂh%mmﬁam
mﬁmma%aﬁﬁmm@ﬂ@ﬁéﬁu%uﬁEmWﬁmi



10.

11.

12.

NREGA portal « £10 #8501 @ o 1 wnd 27 Sipnatory 37 semaasiy Rosor U@ ® el
1|
I¥ Signatory @5 # s mer 2M Signuwory £86 6 T e 4 oG HE g
I and 2" Signatory & digital Signature IR X7 & wicsy®d Ulbar d W @ fawr o
uReE BRT 9UE @ T TR (@REd) -RReH TR, T aHg—aa 30.07.2015)
PO login. I and 2™ Signatory & U samm@ @ o5 coee ffeg oy o9 JGRITE" B
AN W@ A TRR w0 gl uRe s@ee 9 Soew ad

(PrfaTel —wrRe T T viE AHE—E 06.08.2015)
feamm weform afiwmRal 3 Digital Signature STorEr @ g IR e B wr W
sév%aﬁwm@wammamnﬁcﬁuaﬁamﬁmwmm
HEI NG

(Frdarel —wmee e forT wpw wEg—d 10.08.2015)

PO loginTIarT &3 a7l 0 IRIFIRG &1 Iw wR W TV R 20 TE 21 I 2015
&1 g famar |

(eriardl —Rees grforee, AR S9a—dHT 20 U9 21 3TET 2015)
u%mwa@ﬂwmamg—mmﬁmmﬁawégaom
2015 G&F PO login & ¥ THIE GO0 WX R {7 3790 & WedlT I Fefed oy |
AEB fEarll & wa B T Al wel & Ter thdet g e e M A § ey
%Wﬁﬁmw%mm|wwﬁaﬁqma%mwmﬁaﬁwm
wﬁéaﬁmwvﬁ%aﬁmﬁamngmwzmsﬁWW%@W
ferar e |

3d ¥ P WA FAC B

(RaTy/ g )

Y ISY AR TRE uRyg



NIC Certifying Authority

- . . < T -
Nationul Informatics Centre i Photo & 11 proof' to
Ministry of Communications & Intormation Technology be attested by HO

Genvernment of India

Ref.- Noo oo
1To be filled by NICCA/KA Officei
DIGITAL SIGNATURE CERTIFICATE REQUEST FORM
NOTE:

. READ INSTRUCTIONS FIRST. All tields are mandatory and validity of the filled form is 90 days. ;
2 Piease Tick (V) the appropriate vptoe & sareei ony Puge No. § & 2 after f1lling. !
3 Subscriber is adviscd o read Coritivate Proctice Sratement of NICCA. Affix Recet ,
+ Vaiidity period cannot exceed Sie cate of sopesennuation of applicant, Passport s, rc ;
S0 Asterisk () mark entry wil he wsed o Cerifezte Subiect Detatls, Photogreph i
6. INCOMPLETE/INCONSISTENT FORMS WILL BE SUMMARILY REJECTED. Attested by HO |
i
|
1. Category of Applicant : [Fill code from Annexure-1]
2. Proiect Code : R [Fill code from Annexure-11j
3. Class of Certificate Required c Class-1/Clasy-2 /Class-3  Device Required: No Device/Token/ Smart Card oaly for signing certificate
<. Certificate Required (Usage) : Signing /Encryption /SSL/System/Code Signing [Separate Form for each except Signing/Encryption]
5. Certificate Validity [Max. 2 Years; s Two Years /Specify Validity [if less than 2 Years]
6. Date of Superanpuation [DDMM/YYYY!
7. Nume® (in BLOCK letters only)
8. Designation
9. Email-id*{Official email-id preferred]
10, Ministry/Department
a) Ottice Address
Tel. NofO)* Mobile No.*
b) Residential Address
i1, Identification Detaiis :
[Attach a photocopy of [Departmental / Employment Photo 1D No./ Service Verification Certiticate with photograph on
the same attested by HO| ofticial letter head]
12, Certificate Subject Details* : Organisation™®
Organisation Unit¥
City* Postal Code*
State™ Country* INDIA
Omniy for PAN enabled DSC : PAN No. [Attach a self attested photo copy of PAN card.

for Company PAN enabled DSC: provide a company PAN & documentary proof for holding position
in the company]

13, SSL/Web Server Certificate Details : Public IP Address Physical Location

{To be filled only for SSL certificate’  URL/Domain Name

Ailernate Domzain Name

[P ablocetion Organisation

I4. System Certificate Details 1P Address MAC Address
lAny one detail required| Ser.z No./Unique {d (CPU/device)
15. Puyment Details 1 DD No. Date Bank Nume

NICSH Project No.. if any

Place: ...

Date: ..o (Picase go not write below this jine) Signature of Applicant:
(For NICCA/RA Office Use Only)

Reqg. No. (5)
{ REF | SCAN | UID : SC/SCR  TKN  PRN Req. No. (E)

RAA Name

(Version: DSC Form V6.2 thoe W Foree-1 Updored one 25 June 20104 Proe |



Declaration by Subscriber

I hereby declare and understand that
1. Thave read the subscriber agreement under Resource link available on NICCA websiie (hiips://nic
2. Tshall keep the privide wey safe on FIPS-140 Level-2 compliant smart card/USB crypto-tokens
not share with others.
3. Tshall verify the contents and the correctness of the certificate belore accepting the DSC. 1 shani send a signed mail to NICCA
(casupport@nic.int to acknowledye the wcceptance of the DSC.
I shail not use tae private key belore aeceptance of the DSC.
[authorize NIC-CA to publish the certificate in the NIC-CA repository aft nuance of the DSC.
If the private key of my DSC is compromised, I shall communicate to NICCA without any delay as per the requirement mentioned
in Regulation 6 of Information Technology (Certifying Authority) Regulation 2001.
Funderstand the terms and conditions of wssued DSC and will use the DSC uncer the terms of issue as in the Certificate Practice Statement
8. Tunderstand that en cessation of my empioyment. I shall inform NICCA and my present employer for revocation of my Digital Signatare
Certificate.
9. Lam solely responsible for the tsege of these Certificates/Tokens/ Technology. [ shall not hold NICCA responsible for any data loss/ ciege. -
arising from the usage of the samce
10. T am aware that Key Escrow/Archiving of Encryption Keys is not done by NICCA and I shall not hold NICCA responsible or approach
NICCA for recovery of my private Encryption Key, in case of its loss or otherwise. I understand that in case of loss of private key of
eneryption certificate, I will not be able to decrypt the data which was encrypted by corresponding public key of the encryption
certificate. I would keep safely backup of p12/pfx encryption key file and recover/restore the same in case its accidental or otherwise loss.
11. Ishall be responsible for compliance to the relevant sections of the IT Act/Indian Telegraphic Act and other Acts/laws of the Indian legal system,
pertaining to Encryption/Decryption of any message or document or electronic data, and [ shall be liable for associated penal actions. for 2
breaches thereof.
12. NICCA shall not be held responsible and no legal proceeding shall be taken against NICCA for any loss and damage that may occur due
to any reason whatsoever including technology upgradation, malfunctioning or partial functioning of the software, USB Token/ Smart
Card or any other system.
13. [ am aware that the Centificate, issued by NICCA is valid only for the intended usage and for the period mentioned in the certificate. |
undertake not to use the Certificate for any other purpose.
4. 1 am conversant with PKI technology, and understand the underlying risks and obligations involved in usage of Encryption Certificate/DSC.
15. For SSL Server Certiticate. T undertake that I have checked the existence of IP/URL/domain name and physical location of the server.
16. For System Certificate, I undertake that MAC/Serial No./IP No. are correct and are in my custody.
17. For Class-3, certificate I shall appear in person at NICCA/RA/ Physical Appearance Centre (PAC) any of the NIC Centres, State Uriits/
District Centres/Cells at various Ministry Cell of NIC along-with a photograph and departmental photo-id card for verification.
1 certity the following: (Tick whichever is applicable)
o lhave not applied for a DSC with NIC-CA earlier.
o lhave been issued a DSC by NICCA with User-id which is Valid/Revoked/Suspended/Expired.
The information furnished above is true to the best of my knowledge and belief. [ will comply with the terms and conditions of Subscriber fas in section
40-42 of the IT Act 2000) and those of the Certificate Practice Statement of the NIC-CA. If at a later stage any information is found to be incormrect or
there is non-compliance of the terms and conditions of use of the DSC. NIC-CA will not be responsible for the consequences/liabilities and will be free o
take any action including cancellation of the DSC.

n).
igning/Code Signing cert.ticaicr e

S

=

mny

Date:.........................

Place:......................... [Signature of Applicant]
Verification and/or Declaration by Head of Office of Applicant for issuance of DSC

1. This is to certity that Mr/Ms has provided correct information in the Application form for issuc of Digital

Signature Certificate for subscriber to the best of my knowledge and belief.
2. I'have verified the credentials of the applicant as per the ofticial records/ have got verification letter from the companies/vendors for the contractual
employees from where they have been hired/outsourced. as per the guidelines given at page 4.

3. [ certity that contractual employee Mr/Ms. is working in project
at . His/her contract is valid from ..o, 1O o
4.

I hereby authorize him/her, on behalt of my organization to apply for obtaining DSC trom NICCA for the purpose as in DSC.

In case of issuance of encryption certificate, it is further certified that a Policy/Procedure is in place. which describes the complete process for
Encryption Key Pair Generation. Backup Procedure. safe-keeping of Backups and associated Key Recovery Procedures. The consequences of loss of
the key have been explained to the user and he/she has been advised about securing the key and making it available to relevant authorities. in case of
emergency. I shall not approach NICCA for recovery of private Encryption Key, in case of its loss or otherwise.

For SSL server certificate, I have verified the existence of URL/IP. the IP allocation organisation and physical location of web server.

For System Certificate. I have verified the MAC/Serial/IP no of the system/device.

1t is noted that the organization shall inform NICCA for revocation of DSC on the cessation/superannuation of his/her employment.

1 have attested applicant’s photograph and the copy of the identification proof.

w

e

Date:
Place: [Signature of Officer with Office Seal with name and designation]
Note: Contractual employees will be issued only signing certificate and with a maximum validity of one year.

ChecKklist to be ticked [V] by NIC Coordinator before forwarding to NIC RA/CA Office

11 All asterisk (*) marked entries are filled ' { 1 Payment details filled & DD attached (if required)
i, Copy of Departmental photo-1d attested by HO/Service Verification 1 1 Self attested copy of PAN card attached. if any
letter on letter head with photograph of the applicant
[ i Signature of Appiicant done | | Verification by Head of Office (HO) with Signature & Official Sea!

'

In person verification is done for Class-3 applicant as attached Annexure-HI | ] Affixed photograph attested by the HO

Email e Mobile Nocooo [Signature of NIC Coordinator with name and designation/Office Scal]
Date: Place:

1 DSC Form V 6.2 (Doc-1d. Form-1) Updated on: 25 June 2014} Palgﬁ 2



i W i e o sanded 1o the vespective RA/CA Office of NICCU
[DETATCH PAGE NOs. 3 & 4 BEFORE SENDING THE DSC FORM®

Annexure-|
{Applicant Code & Category)
_Code Catagory : o Code Caﬁz:gpryi 7'—
e, Govt. ) 6. . Contractugl employee n "¢ chove category
2 Judiciary - 7. MP/MLA -
3 T psu o 8. Elected Mermber of Vil age 2anchayat/Grem Sabha
L. . Statutory/Autoror o.s Bocy b
5. l Sec. 25 Company of Gt 99. ' Others ~
Annexure-||
{Project Code & details)
Code Project Cade Project
i E-Procurement - NIC porte} 21. l Integrated Finance Management System
2. E-Tendering - NIC porta! 22. | Professional Courses Co&nse!!i'"g, Acmissions &
¢ | ' Resuits
3. E-Tendering - Others 23. i Public Service Management System (Uncer the
Public Service Commission Act, VIP)
4. E-Courts 24. e-FMS (Facility Management System Under the
MGNREGA)
5 Supply order placing/JGS&D 25. UP Technical Education Counselling
6. E-office 26. ' UP Polytechnic Counselling
7. Income Tax Return Filing 27. UP B.Ed counselling B
8 Email authentication 28. UP Medical Courseilirg
9. Bhoomi Project 29. UP VAT (Commercial Tax)
10. E-District 30. SSDG/EDS
11. MNREGA 31. UP Education Department
12. Election Commission 32. i Instant Money Order of Deptt of Posts
13. OASYS (Online Answering Informztion System 33. ! Online Police verificatior for passport
for Assembly Questions) )
14. LRC (Land Record Computerization) 34. | Mee Seva — Government of AP portal.
15. Treasury (for E-Payment) 35. 1 ERMS Module - Portal for CEO, Tripura (Election
e o Commission}- private portal
16. Food & Civil Supplies (for Ration Cards) 36. Vat Soft for Taxes & Excise Organisation, Govt.
of Tripura
17. Nemmadi - Rural Digitzl Services 37. IVFRT
18. eAPAR 38.
19. Health department of Bangalore
Mahanagara palike
20. Web HALRIS and Web HARIS 99. | Others

A. Instructions for DSC Applicants

1. NIC-CA zbides by the Information Technology Act, 2000, laid down by the Govt. of india. The applicant must read the IT Act 2000
under Resources {(https://nicca.nic.ir).

2. Subscriber is required to send one copy of DSC request form, duly signed and forwarded by Head of Office to respective RA/NIC-CA.
Applicant is advised to retain a copy of the same, which would be required while generating DSC reguest on line from
https://nicca.nic.in

3. The RA/NIC-CA scrutinizes the DSC form, for issue of DSC. if all particulars are in order, a User-ld, passworc and the profile for the
applicant is created using the cetzils submitted. The form will be valid for 90 days only {(applicant has to generate key pair request
and download certificate withir 90 cays) fa'ling which, user is required to submit fresh DSC application.

4. 1tis very important & legally bincing to keep the private key securely, for which the applicant must generate key pairs/request
using FIPS-140 Level-2 compliant smart card/USB crypto-tokens, which guarantees that private key never leaves the card/token
once generated.

5. In case of loss/compromise of DSC, zppiicant shou'd immediately inform NIC-CA office either by phone 011-24366176 or e-mail at
casupport@nic.in or send online revocation reguest through Member Login from https://nicca.nic.in.

6. For viewing all valic DSCs and CRLs, tne user can access the website {(https://nicca.nic.in/) under Repository.

7. Smert card/USB crypto-tokens, allow only maximum 4-10 numbers of incorrect attempts for entering pass phrase/pin. it is
advisable to be careful while entering the pass phrase as repeated incorrect entries shall block the same. Cn exceeding this iim',
special efforts may be requirea to unblock the cevice.

8. it is importent to note that emeai.-ic given oy the applicant is functional and applicant accesses the same onr regular basis as ali
communiceation related to DSC like generztion, revocation, renewal, expiry details are communicatec through the given emeail-ic.

PVersion: DSC Fom V6.2 tDoe-R Fores D Updated on: 25 June 2014 Pi‘.gc 3



12.
13.

14.

15.

16.

17.

18.

19.
20.
21.

s seeyor certificates are not issued for 2o zte Py tisissued only for Public IPs. The apci'cor 0 wan tn - the rformation aibvs

siress gllocating Authority.

CERTIFICATE CLASSES, OiD & ASSURANCE LEVEL

Sr. Class of ; OlIb Ass'ura;{cie'Lgv;I/VerificationPimééss

No. . Certificate B . o o

. Class-0 2.26.356.2CC.2.C tcarres no assurance, as itis created with general ¢ st go shed name not for an indivica
2 Class-2 2.16.356.200.2.7 Provides minictum level of assurance. Subscrber’s dentty s oroved only with help of

Distirguishes Name- DN and herce provides mter assurance of tre icentity,

3 ¢ Class-2 2.16.356.100.2.2 Provides higher evel of assurance confirming the detz 5 stbrittec 'n tne DSC Request
form, including photograph and documentzary proof in respect of at least one of the
Plggntificat‘on details.

4 Class-3 | 2.16.356.1CC.2.3 Provides nighest tevel of assurances, as verficaticn process os  addition to the verificaton
i i g ) £

| process required for the class-2 certificates, the zpp.certs ere recuired to be persona.y

© present at Physical Appearance Centre {PAC} for ccmpiet.on of in-person verificaton

i nrocess.

The DSC applicant with category Govt/2SU/jcdiciary/Statutory/Autonomous Bocies/Sector 25 Govt Company has to get his
credentials verified from his/her Head of the cffice of organisation, contractuzl empioyee has to verify his crecentiais
from his/her employer, the Elected Member (MP/MLA/Village Panchayat/Gram Sabha) ras to verify his/her credentials from
head secretariat/Panchayat.

For any further clarification, user can write to casupport@nic.in or visit the NIC-CA website (https://nicca.nic.in).

Issued certificates not downloaded within 2 weeks shall be revoked without intimation to tne applicant and a fresh form
would be required for new certificate.

Media provided by NICCA is with a warranty of six months against manufacturing defects from the date of issuance. In case of
manufacturing defect, the same shall be replaced, but for issuance of DSC, subscriber has to apply with a fresh form.

On loss/physical damage of USB Token/Smart Card, new media shall be issued after payment only. Also for issuance of new
DSC, the subscriber has to revoke the previous issued {lost}) DSC and submit a new form for DSC issuance.

The media provided by NICCA shall provice support for platforms as mentioned at NICCA website (https://nicca.nic.in} Also
‘or platform which has become ohsolete due to technology advancement, support shall be ciscontinued.

The applicant is responsible for preparation of his/her machine with all relevant software cownloads from NICCA website or
otherwise for certificate request creation and download from web interface of NICCA at {https://nicca.nic.in).

Authentication pin for downloading the certificate shall be sent ONLY to the email specifiec in tne DSC request Form. Request
for zuth-pin from any other person will not be entertained. In case of accidental deletion/non-delivery of email containing
the pin the DSC zpplicant has to send a mail from email id quoted in the application to casupport@nic.in for resencing
the zuthentication pin.

Department photo-id card has to be produced for completion of physical verification for Class-3 DSC applicant.

Contractual employees will be issued only Class-1/Class-2 Signing certificates.

NICCA IS NOT RESPONSIBLE FOR ANY POSTAL DELAYS OR LOSS OCCURING DURING THE TRANSIT OF THE MEDIA. NICCA
CANNOT BE HELD LIABLE FOR THE SAME.

B. Guidelines for verification by Head of Office (HO)

The head of the office is appointed in the Govt. Department/Organisation. The Superior officer not necessarily be the
Head of the Office (HO).

a.

The Head of Office (HO) of respective organizations/departments of DSC requestor has to verify the identity /credentials of
applicants. They will be solely responsibie for authentication and validation of each subscriber/applicant within the organisatior.
The onus of verification lies with Head of office (HO) of the Applicant.

For the DSC applicant with category Govt/PSU/Judiciary/Statutory/Autonomous Bodies/Sector 25 Govt Company the credentiais
have to be verified by Head of the office of organisation, for the contractual employee credentials have to be verified by his/her

employer, for the Elected Member (MP/MLA/Village Panchayat/Gram Sazbha) crecentials have to be verified by secretary/
Panchayat Head.

The HO of respective organizations/departments must utilize various procedures to obtair evidence in respect of employment in
Government Sector/contractual persons deployed for e-governance project by way of documentary evidence and cross
examination of the same with available official records in their office.

For contractual employees, the HO hes to get verified the credentials from the companies/vencors from where these contractual
employees have been hired/outsourced by way of getting a letter on letter head from the company/vendor.
Registration Authorities of NIC {(NICRA} are not responsible for verification of credentials of the applicant.

For SSL server certificate the HO has to ensure the correctness of URL/IP address and must verify the physical location of web
server. :

For System Certificate the HO has to ensure the correctness of MAC/Serial No./IP acdress of the system.

The HO has to put his signature and offic’a: sea. for verification and the photograph pasted on tne form.

C. Guidelines for NIC-Coordinator

On receipt of DSC application form, N.C-Co-orcinator must check & tick the Checklist basec on information/cocuments available witn
the DSC form before forwarding to \IC RA/CA Office. He/She has to put his signature along with official seal. in case of Class-3 DSC
applicant, Annexure-IH has to be dully filled & scbmitted.

[Version: DSC Ferm V 6.2 (Doc-ld. Form-1 Updated on: 25 June 2014 P‘dgt 4
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Ret. NoO (Lo be prifed iy NICUGRA Office)

Annexure-Ill

Physical Appearance Verification Details
(To be filled by NIC Verifying Oticer for Class-3 DSC applicant)

v" la-person verification of Shri/Smt/Ms.........oooi e Class=3 DSC
applicant has been carried outon ... (dd/mm/yyyy) at oo (hh:mumn).

v" He/she has shown his/her departimental-id/Service verification letter bearing No.

v" His/her signature & photograph have been matched with signature & photograph available
on his/her departmental-id card/ Service verification letter as well as DSC application form.

v" His/her signature & photograph have been attested by the undersigned as shown below.
v" His/her mobile No.is ..., :

v" Photocopy of departmental-id card attested by HO is attached herewith.

Paste passport Applicant’s Signature
size latest (To be signed in the presence of veritying officer)

Photograph of \
Applicant (For ‘
class-3 certificate
oaly)
Attested by NIC
Verifying Officer

Photograph to be Attested by NIC Verifying Officer (Signature & Stamp across the photograph)

Attested/verified by:-

Name/Designation/Emp. Code
Email: .
Telephone/Mob No.:

NIC Centre/Location:

[For Class-3 certificate only - This Annexure is to be attached with DSC form & forwarded to the respective NICCA/RA Office Please ensure all |
the fields are filled up|

TVerston: DSC Ferm V6.2 {Doc-Ld Foree- Dy Updated on: 25 June 2014 Pz‘;gc

LA



(niCode
Soluticis

. GNIC

(for office use anly)

Attested copy of following documents

PROPE REHIP FIRM

(-

T PR s Sony ol ete s rart oF hack accour? Copy of TR

2-] (First ard 5-

Hnames | Hnanca 9t

Tony of parresiis deed (Bax o e Copy of PAN carg wert of bark accour:
31 of partners and auths 5 Eanest (Fror side oage-1s sForst ard secong page

STR gocompaniad iy oompumator ofingome § fnanci

year (Firg

tpermrrg o last francia
CORPORATE ENTITIES

second pagel

Cozy of

ampary San Card Comy of certificats of Copy of &
Pty b Y

tFrary sois zage-lt

of grucle and menorandur
= assaciabion (First two page)

T POralon ipage-1) g (First and secong

Tew copy of auds repart aloeg wih the arnga retumn Tre suthorized representatves for forwaraing § certifying the apolicator *orm
@ gt last fnangis’ year (First 0o secoerd page) for D5 should e duy authonzes oy the rescubon of boarg of Sirectors
T
3 - .
0 2 Authorization Letter
1
@ COPY OF SUPPORTING DOCUMENTS SHOULD BE ATTESTED BY ANY ONE OF THE FOLLOWING
) Gazatle oflicer Bank Maragerauthorised executive of the Bank
i
; PAYMENT DETAILS
5} Date Bark Name . DG Chenue No. Amount
@
&3 . p
N Authorization Letier
o
Please Mote: The authorized signatories for applying Digital Signature Certificate should be duly authorized by the resolution of board of
directors ! Pastners.
K To,
LY
- (mCode Solutions (A Division of GNFO Lid.}
w This to certifiy that
;, Mr. f Ms. ) __{certificate applicant} has provided correct

information in the a;}pincation fDrm for I5SUE Of D!gital Cemfmate to the best of my knowledge and belief and is working with
{organization name}. He / $he is herey authorized to obtain a Digital Certificate issued by {n)Code Solutions.

Mame Desigration
Identity Address
Aresilandmark Town!CtyDistrict Sratg p%a?{éi‘%%%%
BIITHORIBING
Pincode Dat I 12a1s
e PERSON
Placs ' [Sign : 1




Code

SoUtions

Cussanar [dentification Number

~

PLEASE oA 70% <ol P hanhd {3 [N T

Validity /) Yenrs Vadidity 1 Year oty Lannnng oM Sign & Encryy

[ o

INSTRUCTIONS

4 , B
B IS srat o s i i
Apgplicant Name APPLICAMT TO SIGH ACROSS THE PAOTGGRAPH EXTENDED TO APPLICATICN FORM )

Unigue Email 1D

e-3ure

tnique Mobile No.

3

Proase Hok any one and

dentyy Uotagr of Apphoan? F
fdentyy Dol of Apphoa the eopy of same

*pPan Griving Postefiice of Bark dve, Passhosk sontdney
Cary Lizorsa 10 Cord ADRT A ant wih atlastation

ved Baek Officer

*Far PAN pased DEC

pis provadn the PAN Card details and erclose the attesied copy of same.

e-Secure

Campany Name
¥

g Company PAR Departmant
r

" Otfioe Address

52]

%

@ Aaea ! Lansmark

PLEASE NOTE :

P
b

DECLARATION :

rate Place

> ! Appacant wath seal of Organizaton

Vearified by {njlode Offies For RA& use only

Seal & Syyraturn RA Name, Beal & Bignaturs

Toll Free : 1800 - 233 - 1010




Ciass 2 D individual Signing | . | 1 Year
- Class of Certificia Type of Car:ificate o seeificate Validity

- _ . -
Ciass 3 H Ors E‘Séﬁe Encryption [ 2 Years .

il

Designation

T o - o | B * Self Attested Phot
P —

L t i -~ .

J IJ _,,_J _ Jt J ; Gender ™ Male D Female

. . [
Date of Birth*: ‘ J‘}
(Residential Fw idress it case of individual orOrGar, aw tddtess in case of DSC with ORG )
!
Organisation Name * : “ -
(Mandatory in case of ORC DSC) :

]
Door No/Building Name : I— ” ll T{ I

Road/ Street/ Post Office * : ! I

Town/ City/ District * 1] H ’1 |

State/ Union Territory ~ :[ n ” }] |

Country” : DD PIN Code* {

Telephone Number® {(with STD Code}): l H ” 1’ J
\
|

Mobile Number” : l g! H !

Email id” : |
Photo identity Proof* Address Proof*
Identity Proof Name Address Proof Name

(Eg: Pan Card, DL, Passport, )

(Eg Passpert, DL, Latest
. Talophon iy
Identity Proof Number Telephone Bil...)

Note™: Subscriber’s signature should appear on the Photo ID Proot.
' Sectlon 3: Dedaratlon

| hereby declare that all th@ mformatxon provi ded on this Subscwptlon Form for the purpose of obtammg a dlgltal ertmcate is true and correct to the best ¢

my knowledge. ! am aware, as a subscriber for a digital signature certificate, the duties and responsibilities are applicable under the IT Act, India and the
SafeScrypt CA’s CPS https://www safescrypt.com/pdf/cps pdf.

Signature of the Subscriber”

NN Place”

_ Note™: Subscriber has to sign bcforethe_ Autwo sed LRA/Partner for Class3 DSC.
- - - orisation (‘only for ORG D

Date*:

» acknowledge by my signature, that the Subscriber information in this decument

is complete and accurate as per our office records. t fully understand that the Subscriber is responsible to transact on the Organisation’s behalf and | will

ensure timely revocation of Digital Signature Certificate in case the employee leaves the company in future.

Signature & Organisation seai“%

Attestation By Sify Authorised LRA/Partner{"For Class3 DSC Only)
I hereby declare that the subscriber has persorally appeared before me and submitted the Partner Narme:

|

original document C”)plt‘*) of;D proof Fhave ver noc‘ tm same vv\‘fh TRUE COPY. ‘
. |

}

Date of Issuance:
Sngnature and Seal '\

Date ~ J[‘m

Note' Satescrypt at its discretion, will make 3 telopl ine cali to verity the details of the Subscriber.

RER RN N

SafeScrypt CA Servicos brought o vou by:



APPUICATION FORM - SIGNATURE /

FOR GOVERNMENT ORGANIZATION

Application ID: Signature |

Encryption

ENCRYPTION CERTIFICATE

Delirve

(For Office Use Only)

PLEASE FILLIN BLOCK LETTERS ONLY. ALL FIEL DS ARE MANDATORY
Mere Irst-ucrers ava'lable al hilpi/iwww.e-muchra.cem/inst . ign bim

APPLICANT INFORMATION

Date of Birth P | Gender Male Female Nationality

Organisation i i
Name ‘

Department

Address ‘ ‘ 1

City \“‘ Pincodeigi

State | . Pl |
i i H L i :

PAN of Applicant

CUUTIIIT

Email ID

Mobile L 7 TL J —[—J— -

Affix recent passport
size photograph of
the applicant duly

signed across

CLASS:
‘Class 1 ' ! Class 2 Cla:
TYPE:
Signature |__ Encryption| . Con
VALIDITY:
. - “1Year | _]2Years

DOCUMENT PROOF (attested by Bank Manager OR Post Master OR Gazetted Officer (Group ‘A’ /Group ‘B’), against preducing the originals)

Proof of identity (Any one of below)*

(Having applicant photo and Signature, as part of it)

Other documents

| | Passport.
. | PAN Card of applicant (Mandatory if PAN provided).
Driving License.

[7"1 Post Office 1D Card.

j Bank Account Passhook containing the pholograph and signed by an individual with
attestation by the concerned Bank official.
rj Photo 1D card issued by the Ministry of Home Affairs of Centre/State Governments

"] Any Government issued photo ID card bearing the signatures of the individual.
ID Number

Attesting Officer
| Self attested copy of ID Card/Contact details of attesting officer.

DECLARATION BY APPLICANT

| hereby agree that | have read and understood the provisions of e-Mudhra Certification Practice Statement (CPS)
and the subscriber agreement and will abide by the same.  The information provided in this form is true & correct to
the best of my knowledge. | accept publishing my certificate information in e-Mudhra repository. | am aware of risks
associated in case of Class 1 Cetificate,whenstoring the private key on a device other than a FIPS 140-1/2 validated
cryptographic moduie.

Date

Signature of the applicant
(As in 1D proof { Blue Ink Only)

Place

TO BE FILLED BY RA OFFICE ONLY

"~ } Certifying copy of Authority signatory organisation 1D proof.

AUTHORIZATION

I hereby authorize the above applicant, on behalf of o
Organisation to apply for obtaining the Digital Signatur
Encryption Certificate issued by e-Mudhra

Authorized Signatory (Sign and Seal)

| declare that the applicant has provided correct information in this application form.l have checked and verified the application form and supporting documents. | here

take full responsibility for any wrong verification made, or wrong documents submitted for the application.

Date
RA Name, Code & Seal

Signature of RA

eMudhra Limited, 3rd Floor, Sai Arcade. 56, Outer Ring Road, Deverabeesanahalli, Opp Intel, Bangalore 560 103.
Karnataka. Phone : +91 80 4336 0000 Fax : +91 80 4227 5306. Email : info@e-Mudhra.com Website: www.e-Mudhra.com.



